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	Start Date:May 27, 2008 at 02:05:06AM

End Date:May 27, 2008 at 02:27:45AM

Total Time:22 Mins 39 Secs 

Detected Infections
Cookie.Weborama
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@weborama[2].txt

C:\Documents and Settings\Admin\Cookies\admin@weborama[1].txt

C:\Documents and Settings\Admin\Cookies\admin@weborama[4].txt

Cookie.hitslink.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@counter.hitslink[1].txt

Cookie.DoubleClick
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@doubleclick[1].txt

Cookie.Tripod
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@tripod[1].txt

Cookie.FastClick.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@fastclick[4].txt

C:\Documents and Settings\Admin\Cookies\admin@fastclick[1].txt

C:\Documents and Settings\Admin\Cookies\admin@fastclick[3].txt

C:\Documents and Settings\Admin\Cookies\admin@fastclick[2].txt

C:\Documents and Settings\Admin\Cookies\admin@fastclick[5].txt

Cookie.CGI-Bin
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@cgi-bin[2].txt

C:\Documents and Settings\Admin\Cookies\admin@cgi-bin[3].txt

C:\Documents and Settings\Admin\Cookies\admin@cgi-bin[1].txt

Cookie.Tracking-Cookie
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@ads.pointroll[2].txt

C:\Documents and Settings\Admin\Cookies\admin@ad.yieldmanager[4].txt

C:\Documents and Settings\Admin\Cookies\admin@ads.pointroll[1].txt

C:\Documents and Settings\Admin\Cookies\admin@zedo[1].txt

C:\Documents and Settings\Admin\Cookies\admin@counter2.sextracker[2].txt

C:\Documents and Settings\Admin\Cookies\admin@ad.yieldmanager[2].txt

C:\Documents and Settings\Admin\Cookies\admin@zedo[2].txt

C:\Documents and Settings\Admin\Cookies\admin@counter2.sextracker[1].txt

C:\Documents and Settings\Admin\Cookies\admin@zedo[3].txt

C:\Documents and Settings\Admin\Cookies\admin@ad.yieldmanager[1].txt

C:\Documents and Settings\Admin\Cookies\admin@ad.yieldmanager[3].txt

C:\Documents and Settings\Admin\Cookies\admin@ads.pointroll[4].txt

C:\Documents and Settings\Admin\Cookies\admin@xiti[1].txt

C:\Documents and Settings\Admin\Cookies\admin@iad.liveperson[2].txt

C:\Documents and Settings\Admin\Cookies\admin@tradedoubler[2].txt

C:\Documents and Settings\Admin\Cookies\admin@server.iad.liveperson[1].txt

C:\Documents and Settings\Admin\Cookies\admin@iwon[2].txt

C:\Documents and Settings\Admin\Cookies\admin@ads.pointroll[3].txt

C:\Documents and Settings\Admin\Cookies\admin@ad.yieldmanager[7].txt

C:\Documents and Settings\Admin\Cookies\admin@ad.yieldmanager[5].txt

C:\Documents and Settings\Admin\Cookies\admin@zedo[5].txt

C:\Documents and Settings\Admin\Cookies\admin@ad.yieldmanager[6].txt

C:\Documents and Settings\Admin\Cookies\admin@mywebsearch[1].txt

Cookie.Adserver.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@adserver[2].txt

C:\Documents and Settings\Admin\Cookies\admin@adserver[1].txt

C:\Documents and Settings\Admin\Cookies\admin@adserver[3].txt

Cookie.TribalFusion.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@tribalfusion[1].txt

C:\Documents and Settings\Admin\Cookies\admin@tribalfusion[2].txt

C:\Documents and Settings\Admin\Cookies\admin@tribalfusion[3].txt

Cookie.QuestionMarket.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@questionmarket[3].txt

C:\Documents and Settings\Admin\Cookies\admin@questionmarket[1].txt

C:\Documents and Settings\Admin\Cookies\admin@questionmarket[4].txt

C:\Documents and Settings\Admin\Cookies\admin@questionmarket[2].txt

C:\Documents and Settings\Admin\Cookies\admin@questionmarket[6].txt

Cookie.casalemedia.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@casalemedia[2].txt

C:\Documents and Settings\Admin\Cookies\admin@casalemedia[3].txt

C:\Documents and Settings\Admin\Cookies\admin@casalemedia[4].txt

Cookie.BS.Serving-Sys
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@bs.serving-sys[2].txt

Cookie.Statcounter
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@statcounter[1].txt

C:\Documents and Settings\Admin\Cookies\admin@statcounter[2].txt

C:\Documents and Settings\Admin\Cookies\admin@statcounter[3].txt

C:\Documents and Settings\Admin\Cookies\admin@statcounter[5].txt

Cookie.AdDynamix
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@ads.addynamix[2].txt

C:\Documents and Settings\Admin\Cookies\admin@ads.addynamix[3].txt

C:\Documents and Settings\Admin\Cookies\admin@ads.addynamix[1].txt

C:\Documents and Settings\Admin\Cookies\admin@ads.addynamix[4].txt

Cookie.Mediaplex.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@mediaplex[2].txt

Cookie.Revenue.net
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@revenue[1].txt

C:\Documents and Settings\Admin\Cookies\admin@revenue[3].txt

Cookie.SmartAdServer.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@smartadserver[1].txt

C:\Documents and Settings\Admin\Cookies\admin@smartadserver[3].txt

Cookie.SexTracker.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@sextracker[3].txt

C:\Documents and Settings\Admin\Cookies\admin@sextracker[1].txt

Cookie.Hitbox.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@hitbox[3].txt

C:\Documents and Settings\Admin\Cookies\admin@hitbox[2].txt

C:\Documents and Settings\Admin\Cookies\admin@hitbox[4].txt

Cookie.HotLog.ru
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@hotlog[1].txt

C:\Documents and Settings\Admin\Cookies\admin@hotlog[3].txt

Cookie.adrevolver
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@adrevolver[2].txt

C:\Documents and Settings\Admin\Cookies\admin@adrevolver[3].txt

C:\Documents and Settings\Admin\Cookies\admin@adrevolver[5].txt

C:\Documents and Settings\Admin\Cookies\admin@adrevolver[1].txt

C:\Documents and Settings\Admin\Cookies\admin@adrevolver[6].txt

Cookie.247RealMedia.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@247realmedia[1].txt

Cookie.WegCash.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@wegcash[1].txt

Cookie.PacificPoker
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@pacificpoker[1].txt

C:\Documents and Settings\Admin\Cookies\admin@pacificpoker[3].txt

Cookie.SageAnalyst
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@sageanalyst[1].txt

cookie.monster
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@cookie.monster[2].txt

C:\Documents and Settings\Admin\Cookies\admin@cookie.monster[1].txt

Cookie.myaffiliateprogram
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@www.myaffiliateprogram[1].txt

Cookie.LinkSynergy.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@linksynergy[2].txt

Cookie.SpyLog.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@spylog[1].txt

Cookie.RealMedia.com
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@realmedia[2].txt

Cookie.ClickBank
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@clickbank[1].txt

Cookie.maxserving
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@maxserving[1].txt

Cookie.MetriWeb
Details: A Tracking Cookie is any cookie that is installed on a computer to save and access various activities of the user. It may be used by web sites to identify returning visitors who have registered for special services; to monitor, measure, and scrutinize visitors' navigation and use of web site features. It can also count the number of visitors to web sites and allow web surfers to use virtual "shopping carts". All this information is saved for future target advertising and marketing campaigns by various internet Advertising and Marketing companies. Though these cookies do not pose immediate threats but they can be misused to capture confidential information like user names and passwords.
Status:No Action taken
Category: Tracking Cookie
Infected Cookies
C:\Documents and Settings\Admin\Cookies\admin@metriweb[1].txt

AdTool.MyWebSearch (General Components)
Details: An AdTool is a program that facilitates the delivery of unwanted advertisements on to the user’s PC. The ads can include pop-ups, pop-unders, banners, or links etc. The AdTool also tracks down the browsing habits of the user. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It can also result in the browser as well as the system slow down.
Status:No Action taken
Category: AdTool
Infected files detected

FileName: c:\program files\mywebsearch\srchastt\1.bin\mwssrcas.dll 
MD5: c11f5f1dca9ae19cf31485527ccad607 (61440 Bytes) 


FileName: c:\windows\system32\f3pssavr.scr 
MD5: 4cd346697529efc743a608b2f5d0cc94 (28672 Bytes) 

Infected registry keys/values detected
hkey_classes_root\clsid\{00a6faf1-072e-44cf-8957-5838f569a31d}\programmable\

hkey_classes_root\clsid\{00a6faf6-072e-44cf-8957-5838f569a31d}\inprocserver32\

hkey_classes_root\clsid\{00a6faf6-072e-44cf-8957-5838f569a31d}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{00a6faf6-072e-44cf-8957-5838f569a31d}\programmable\

hkey_classes_root\clsid\{00a6faf6-072e-44cf-8957-5838f569a31d}\

hkey_classes_root\clsid\{25560540-9571-4d7b-9389-0f166788785a}\inprocserver32\

hkey_classes_root\clsid\{25560540-9571-4d7b-9389-0f166788785a}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{25560540-9571-4d7b-9389-0f166788785a}\miscstatus\1\

hkey_classes_root\clsid\{25560540-9571-4d7b-9389-0f166788785a}\miscstatus\

hkey_classes_root\clsid\{25560540-9571-4d7b-9389-0f166788785a}\typelib\

hkey_classes_root\clsid\{25560540-9571-4d7b-9389-0f166788785a}\version\

hkey_classes_root\clsid\{25560540-9571-4d7b-9389-0f166788785a}\

hkey_classes_root\clsid\{3dc201fb-e9c9-499c-a11f-23c360d7c3f8}\inprocserver32\

hkey_classes_root\clsid\{3dc201fb-e9c9-499c-a11f-23c360d7c3f8}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{3dc201fb-e9c9-499c-a11f-23c360d7c3f8}\progid\

hkey_classes_root\clsid\{3dc201fb-e9c9-499c-a11f-23c360d7c3f8}\versionindependentprogid\

hkey_classes_root\clsid\{3dc201fb-e9c9-499c-a11f-23c360d7c3f8}\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\control\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\inprocserver32\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\miscstatus\1\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\miscstatus\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\progid\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\programmable\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\typelib\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\version\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\versionindependentprogid\

hkey_classes_root\clsid\{3e720452-b472-4954-b7aa-33069eb53906}\

hkey_classes_root\clsid\{53ced2d0-5e9a-4761-9005-648404e6f7e5}\inprocserver32\

hkey_classes_root\clsid\{53ced2d0-5e9a-4761-9005-648404e6f7e5}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{53ced2d0-5e9a-4761-9005-648404e6f7e5}\progid\

hkey_classes_root\clsid\{53ced2d0-5e9a-4761-9005-648404e6f7e5}\programmable\

hkey_classes_root\clsid\{53ced2d0-5e9a-4761-9005-648404e6f7e5}\typelib\

hkey_classes_root\clsid\{53ced2d0-5e9a-4761-9005-648404e6f7e5}\versionindependentprogid\

hkey_classes_root\clsid\{53ced2d0-5e9a-4761-9005-648404e6f7e5}\

hkey_classes_root\clsid\{63d0ed2c-b45b-4458-8b3b-60c69bbbd83c}\inprocserver32\

hkey_classes_root\clsid\{63d0ed2c-b45b-4458-8b3b-60c69bbbd83c}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{63d0ed2c-b45b-4458-8b3b-60c69bbbd83c}\progid\

hkey_classes_root\clsid\{63d0ed2c-b45b-4458-8b3b-60c69bbbd83c}\programmable\

hkey_classes_root\clsid\{63d0ed2c-b45b-4458-8b3b-60c69bbbd83c}\typelib\

hkey_classes_root\clsid\{63d0ed2c-b45b-4458-8b3b-60c69bbbd83c}\versionindependentprogid\

hkey_classes_root\clsid\{63d0ed2c-b45b-4458-8b3b-60c69bbbd83c}\

hkey_classes_root\clsid\{7473d292-b7bb-4f24-ae82-7e2ce94bb6a9}\control\

hkey_classes_root\clsid\{7473d292-b7bb-4f24-ae82-7e2ce94bb6a9}\inprocserver32\

hkey_classes_root\clsid\{7473d292-b7bb-4f24-ae82-7e2ce94bb6a9}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{7473d292-b7bb-4f24-ae82-7e2ce94bb6a9}\miscstatus\1\

hkey_classes_root\clsid\{7473d292-b7bb-4f24-ae82-7e2ce94bb6a9}\miscstatus\

hkey_classes_root\clsid\{7473d292-b7bb-4f24-ae82-7e2ce94bb6a9}\programmable\

hkey_classes_root\clsid\{7473d292-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\

hkey_classes_root\clsid\{7473d292-b7bb-4f24-ae82-7e2ce94bb6a9}\version\

hkey_classes_root\clsid\{7473d292-b7bb-4f24-ae82-7e2ce94bb6a9}\

hkey_classes_root\clsid\{8e6f1832-9607-4440-8530-13be7c4b1d14}\inprocserver32\

hkey_classes_root\clsid\{8e6f1832-9607-4440-8530-13be7c4b1d14}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{8e6f1832-9607-4440-8530-13be7c4b1d14}\progid\

hkey_classes_root\clsid\{8e6f1832-9607-4440-8530-13be7c4b1d14}\programmable\

hkey_classes_root\clsid\{8e6f1832-9607-4440-8530-13be7c4b1d14}\typelib\

hkey_classes_root\clsid\{8e6f1832-9607-4440-8530-13be7c4b1d14}\versionindependentprogid\

hkey_classes_root\clsid\{8e6f1832-9607-4440-8530-13be7c4b1d14}\

hkey_classes_root\clsid\{938aa51a-996c-4884-98ce-80dd16a5c9da}\inprocserver32\

hkey_classes_root\clsid\{938aa51a-996c-4884-98ce-80dd16a5c9da}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{938aa51a-996c-4884-98ce-80dd16a5c9da}\

hkey_classes_root\clsid\{98d9753d-d73b-42d5-8c85-4469cda897ab}\inprocserver32\

hkey_classes_root\clsid\{98d9753d-d73b-42d5-8c85-4469cda897ab}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{98d9753d-d73b-42d5-8c85-4469cda897ab}\progid\

hkey_classes_root\clsid\{98d9753d-d73b-42d5-8c85-4469cda897ab}\versionindependentprogid\

hkey_classes_root\clsid\{98d9753d-d73b-42d5-8c85-4469cda897ab}\

hkey_classes_root\clsid\{9ff05104-b030-46fc-94b8-81276e4e27df}\inprocserver32\

hkey_classes_root\clsid\{9ff05104-b030-46fc-94b8-81276e4e27df}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{9ff05104-b030-46fc-94b8-81276e4e27df}\miscstatus\1\

hkey_classes_root\clsid\{9ff05104-b030-46fc-94b8-81276e4e27df}\miscstatus\

hkey_classes_root\clsid\{9ff05104-b030-46fc-94b8-81276e4e27df}\progid\

hkey_classes_root\clsid\{9ff05104-b030-46fc-94b8-81276e4e27df}\programmable\

hkey_classes_root\clsid\{9ff05104-b030-46fc-94b8-81276e4e27df}\typelib\

hkey_classes_root\clsid\{9ff05104-b030-46fc-94b8-81276e4e27df}\version\

hkey_classes_root\clsid\{9ff05104-b030-46fc-94b8-81276e4e27df}\versionindependentprogid\

hkey_classes_root\clsid\{9ff05104-b030-46fc-94b8-81276e4e27df}\

hkey_classes_root\clsid\{a9571378-68a1-443d-b082-284f960c6d17}\inprocserver32\

hkey_classes_root\clsid\{a9571378-68a1-443d-b082-284f960c6d17}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{a9571378-68a1-443d-b082-284f960c6d17}\programmable\

hkey_classes_root\clsid\{a9571378-68a1-443d-b082-284f960c6d17}\typelib\

hkey_classes_root\clsid\{a9571378-68a1-443d-b082-284f960c6d17}\

hkey_classes_root\clsid\{d9fffb27-d62a-4d64-8cec-1ff006528805}\inprocserver32\

hkey_classes_root\clsid\{d9fffb27-d62a-4d64-8cec-1ff006528805}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{d9fffb27-d62a-4d64-8cec-1ff006528805}\programmable\

hkey_classes_root\clsid\{d9fffb27-d62a-4d64-8cec-1ff006528805}\typelib\

hkey_classes_root\clsid\{d9fffb27-d62a-4d64-8cec-1ff006528805}\

hkey_classes_root\funwebproducts.htmlmenu.1\clsid\

hkey_classes_root\funwebproducts.htmlmenu.1\

hkey_classes_root\funwebproducts.htmlmenu.2\clsid\

hkey_classes_root\funwebproducts.htmlmenu.2\

hkey_classes_root\funwebproducts.htmlmenu\clsid\

hkey_classes_root\funwebproducts.htmlmenu\curver\

hkey_classes_root\funwebproducts.htmlmenu\

hkey_classes_root\funwebproducts.popswatterbarbutton.1\clsid\

hkey_classes_root\funwebproducts.popswatterbarbutton.1\

hkey_classes_root\funwebproducts.popswatterbarbutton\clsid\

hkey_classes_root\funwebproducts.popswatterbarbutton\curver\

hkey_classes_root\funwebproducts.popswatterbarbutton\

hkey_classes_root\funwebproducts.popswattersettingscontrol.1\clsid\

hkey_classes_root\funwebproducts.popswattersettingscontrol.1\

hkey_classes_root\funwebproducts.popswattersettingscontrol\clsid\

hkey_classes_root\funwebproducts.popswattersettingscontrol\curver\

hkey_classes_root\funwebproducts.popswattersettingscontrol\

hkey_classes_root\interface\{17de5e5e-bfe3-4e83-8e1f-8755795359ec}\proxystubclsid\

hkey_classes_root\interface\{17de5e5e-bfe3-4e83-8e1f-8755795359ec}\proxystubclsid32\

hkey_classes_root\interface\{17de5e5e-bfe3-4e83-8e1f-8755795359ec}\typelib\

hkey_classes_root\interface\{17de5e5e-bfe3-4e83-8e1f-8755795359ec}\typelib\version\

hkey_classes_root\interface\{17de5e5e-bfe3-4e83-8e1f-8755795359ec}\

hkey_classes_root\interface\{1f52a5fa-a705-4415-b975-88503b291728}\proxystubclsid\

hkey_classes_root\interface\{1f52a5fa-a705-4415-b975-88503b291728}\proxystubclsid32\

hkey_classes_root\interface\{1f52a5fa-a705-4415-b975-88503b291728}\typelib\

hkey_classes_root\interface\{1f52a5fa-a705-4415-b975-88503b291728}\typelib\version\

hkey_classes_root\interface\{1f52a5fa-a705-4415-b975-88503b291728}\

hkey_classes_root\interface\{2e3537fc-cf2f-4f56-af54-5a6a3dd375cc}\proxystubclsid\

hkey_classes_root\interface\{2e3537fc-cf2f-4f56-af54-5a6a3dd375cc}\proxystubclsid32\

hkey_classes_root\interface\{2e3537fc-cf2f-4f56-af54-5a6a3dd375cc}\typelib\

hkey_classes_root\interface\{2e3537fc-cf2f-4f56-af54-5a6a3dd375cc}\typelib\version\

hkey_classes_root\interface\{2e3537fc-cf2f-4f56-af54-5a6a3dd375cc}\

hkey_classes_root\interface\{2e9937fc-cf2f-4f56-af54-5a6a3dd375cc}\proxystubclsid\

hkey_classes_root\interface\{2e9937fc-cf2f-4f56-af54-5a6a3dd375cc}\proxystubclsid32\

hkey_classes_root\interface\{2e9937fc-cf2f-4f56-af54-5a6a3dd375cc}\typelib\

hkey_classes_root\interface\{2e9937fc-cf2f-4f56-af54-5a6a3dd375cc}\typelib\version\

hkey_classes_root\interface\{2e9937fc-cf2f-4f56-af54-5a6a3dd375cc}\

hkey_classes_root\interface\{3e1656ed-f60e-4597-b6aa-b6a58e171495}\proxystubclsid\

hkey_classes_root\interface\{3e1656ed-f60e-4597-b6aa-b6a58e171495}\proxystubclsid32\

hkey_classes_root\interface\{3e1656ed-f60e-4597-b6aa-b6a58e171495}\typelib\

hkey_classes_root\interface\{3e1656ed-f60e-4597-b6aa-b6a58e171495}\typelib\version\

hkey_classes_root\interface\{3e1656ed-f60e-4597-b6aa-b6a58e171495}\

hkey_classes_root\interface\{3e720451-b472-4954-b7aa-33069eb53906}\proxystubclsid\

hkey_classes_root\interface\{3e720451-b472-4954-b7aa-33069eb53906}\proxystubclsid32\

hkey_classes_root\interface\{3e720451-b472-4954-b7aa-33069eb53906}\typelib\

hkey_classes_root\interface\{3e720451-b472-4954-b7aa-33069eb53906}\typelib\version\

hkey_classes_root\interface\{3e720451-b472-4954-b7aa-33069eb53906}\

hkey_classes_root\interface\{3e720453-b472-4954-b7aa-33069eb53906}\proxystubclsid32\

hkey_classes_root\interface\{3e720453-b472-4954-b7aa-33069eb53906}\typelib\

hkey_classes_root\interface\{3e720453-b472-4954-b7aa-33069eb53906}\typelib\version\

hkey_classes_root\interface\{63d0ed2b-b45b-4458-8b3b-60c69bbbd83c}\proxystubclsid\

hkey_classes_root\interface\{63d0ed2b-b45b-4458-8b3b-60c69bbbd83c}\proxystubclsid32\

hkey_classes_root\interface\{63d0ed2b-b45b-4458-8b3b-60c69bbbd83c}\typelib\

hkey_classes_root\interface\{63d0ed2b-b45b-4458-8b3b-60c69bbbd83c}\typelib\version\

hkey_classes_root\interface\{63d0ed2b-b45b-4458-8b3b-60c69bbbd83c}\

hkey_classes_root\interface\{63d0ed2d-b45b-4458-8b3b-60c69bbbd83c}\proxystubclsid\

hkey_classes_root\interface\{63d0ed2d-b45b-4458-8b3b-60c69bbbd83c}\proxystubclsid32\

hkey_classes_root\interface\{63d0ed2d-b45b-4458-8b3b-60c69bbbd83c}\typelib\

hkey_classes_root\interface\{63d0ed2d-b45b-4458-8b3b-60c69bbbd83c}\typelib\version\

hkey_classes_root\interface\{63d0ed2d-b45b-4458-8b3b-60c69bbbd83c}\

hkey_classes_root\interface\{6e74766c-4d93-4cc0-96d1-47b8e07ff9ca}\proxystubclsid\

hkey_classes_root\interface\{6e74766c-4d93-4cc0-96d1-47b8e07ff9ca}\proxystubclsid32\

hkey_classes_root\interface\{6e74766c-4d93-4cc0-96d1-47b8e07ff9ca}\typelib\

hkey_classes_root\interface\{6e74766c-4d93-4cc0-96d1-47b8e07ff9ca}\typelib\version\

hkey_classes_root\interface\{6e74766c-4d93-4cc0-96d1-47b8e07ff9ca}\

hkey_classes_root\interface\{741de825-a6f0-4497-9aa6-8023cf9b0fff}\proxystubclsid\

hkey_classes_root\interface\{741de825-a6f0-4497-9aa6-8023cf9b0fff}\proxystubclsid32\

hkey_classes_root\interface\{741de825-a6f0-4497-9aa6-8023cf9b0fff}\typelib\

hkey_classes_root\interface\{741de825-a6f0-4497-9aa6-8023cf9b0fff}\typelib\version\

hkey_classes_root\interface\{741de825-a6f0-4497-9aa6-8023cf9b0fff}\

hkey_classes_root\interface\{7473d291-b7bb-4f24-ae82-7e2ce94bb6a9}\proxystubclsid\

hkey_classes_root\interface\{7473d291-b7bb-4f24-ae82-7e2ce94bb6a9}\proxystubclsid32\

hkey_classes_root\interface\{7473d291-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\

hkey_classes_root\interface\{7473d291-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\version\

hkey_classes_root\interface\{7473d291-b7bb-4f24-ae82-7e2ce94bb6a9}\

hkey_classes_root\interface\{de38c398-b328-4f4c-a3ad-1b5e4ed93477}\proxystubclsid\

hkey_classes_root\interface\{de38c398-b328-4f4c-a3ad-1b5e4ed93477}\proxystubclsid32\

hkey_classes_root\interface\{de38c398-b328-4f4c-a3ad-1b5e4ed93477}\typelib\

hkey_classes_root\interface\{de38c398-b328-4f4c-a3ad-1b5e4ed93477}\typelib\version\

hkey_classes_root\interface\{de38c398-b328-4f4c-a3ad-1b5e4ed93477}\

hkey_classes_root\interface\{e342af55-b78a-4cd0-a2bb-da7f52d9d25e}\proxystubclsid\

hkey_classes_root\interface\{e342af55-b78a-4cd0-a2bb-da7f52d9d25e}\proxystubclsid32\

hkey_classes_root\interface\{e342af55-b78a-4cd0-a2bb-da7f52d9d25e}\typelib\

hkey_classes_root\interface\{e342af55-b78a-4cd0-a2bb-da7f52d9d25e}\typelib\version\

hkey_classes_root\interface\{e342af55-b78a-4cd0-a2bb-da7f52d9d25e}\

hkey_classes_root\interface\{e342af55-b78a-4cd0-a2bb-da7f52d9d25f}\proxystubclsid\

hkey_classes_root\interface\{e342af55-b78a-4cd0-a2bb-da7f52d9d25f}\proxystubclsid32\

hkey_classes_root\interface\{e342af55-b78a-4cd0-a2bb-da7f52d9d25f}\typelib\

hkey_classes_root\interface\{e342af55-b78a-4cd0-a2bb-da7f52d9d25f}\typelib\version\

hkey_classes_root\interface\{e342af55-b78a-4cd0-a2bb-da7f52d9d25f}\

hkey_classes_root\mywebsearch.htmlpanel.1\clsid\

hkey_classes_root\mywebsearch.htmlpanel.1\

hkey_classes_root\mywebsearch.htmlpanel\clsid\

hkey_classes_root\mywebsearch.htmlpanel\curver\

hkey_classes_root\mywebsearch.htmlpanel\

hkey_classes_root\mywebsearchtoolbar.toolbarplugin.1\clsid\

hkey_classes_root\mywebsearchtoolbar.toolbarplugin.1\

hkey_classes_root\mywebsearchtoolbar.toolbarplugin\clsid\

hkey_classes_root\mywebsearchtoolbar.toolbarplugin\curver\

hkey_classes_root\mywebsearchtoolbar.toolbarplugin\

hkey_classes_root\screensavercontrol.screensaverinstaller.1\clsid\

hkey_classes_root\screensavercontrol.screensaverinstaller.1\

hkey_classes_root\screensavercontrol.screensaverinstaller\clsid\

hkey_classes_root\screensavercontrol.screensaverinstaller\curver\

hkey_classes_root\screensavercontrol.screensaverinstaller\

hkey_classes_root\typelib\{0d26bc71-a633-4e71-ad31-eadc3a1b6a3a}\1.0\0\win32\

hkey_classes_root\typelib\{0d26bc71-a633-4e71-ad31-eadc3a1b6a3a}\1.0\0\

hkey_classes_root\typelib\{0d26bc71-a633-4e71-ad31-eadc3a1b6a3a}\1.0\flags\

hkey_classes_root\typelib\{0d26bc71-a633-4e71-ad31-eadc3a1b6a3a}\1.0\helpdir\

hkey_classes_root\typelib\{0d26bc71-a633-4e71-ad31-eadc3a1b6a3a}\1.0\

hkey_classes_root\typelib\{0d26bc71-a633-4e71-ad31-eadc3a1b6a3a}\

hkey_classes_root\typelib\{29d67d3c-509a-4544-903f-c8c1b8236554}\1.0\0\win32\

hkey_classes_root\typelib\{29d67d3c-509a-4544-903f-c8c1b8236554}\1.0\0\

hkey_classes_root\typelib\{29d67d3c-509a-4544-903f-c8c1b8236554}\1.0\flags\

hkey_classes_root\typelib\{29d67d3c-509a-4544-903f-c8c1b8236554}\1.0\helpdir\

hkey_classes_root\typelib\{29d67d3c-509a-4544-903f-c8c1b8236554}\1.0\

hkey_classes_root\typelib\{29d67d3c-509a-4544-903f-c8c1b8236554}\

hkey_classes_root\typelib\{3e720450-b472-4954-b7aa-33069eb53906}\1.0\0\win32\

hkey_classes_root\typelib\{3e720450-b472-4954-b7aa-33069eb53906}\1.0\0\

hkey_classes_root\typelib\{3e720450-b472-4954-b7aa-33069eb53906}\1.0\flags\

hkey_classes_root\typelib\{3e720450-b472-4954-b7aa-33069eb53906}\1.0\helpdir\

hkey_classes_root\typelib\{3e720450-b472-4954-b7aa-33069eb53906}\1.0\

hkey_classes_root\typelib\{3e720450-b472-4954-b7aa-33069eb53906}\

hkey_classes_root\typelib\{7473d290-b7bb-4f24-ae82-7e2ce94bb6a9}\1.0\0\win32\

hkey_classes_root\typelib\{7473d290-b7bb-4f24-ae82-7e2ce94bb6a9}\1.0\0\

hkey_classes_root\typelib\{7473d290-b7bb-4f24-ae82-7e2ce94bb6a9}\1.0\flags\

hkey_classes_root\typelib\{7473d290-b7bb-4f24-ae82-7e2ce94bb6a9}\1.0\helpdir\

hkey_classes_root\typelib\{7473d290-b7bb-4f24-ae82-7e2ce94bb6a9}\1.0\

hkey_classes_root\typelib\{7473d290-b7bb-4f24-ae82-7e2ce94bb6a9}\

hkey_classes_root\typelib\{8e6f1830-9607-4440-8530-13be7c4b1d14}\1.0\0\win32\

hkey_classes_root\typelib\{8e6f1830-9607-4440-8530-13be7c4b1d14}\1.0\0\

hkey_classes_root\typelib\{8e6f1830-9607-4440-8530-13be7c4b1d14}\1.0\flags\

hkey_classes_root\typelib\{8e6f1830-9607-4440-8530-13be7c4b1d14}\1.0\helpdir\

hkey_classes_root\typelib\{8e6f1830-9607-4440-8530-13be7c4b1d14}\1.0\

hkey_classes_root\typelib\{8e6f1830-9607-4440-8530-13be7c4b1d14}\

hkey_classes_root\typelib\{c8cecde3-1ae1-4c4a-ad82-6d5b00212144}\1.0\0\win32\

hkey_classes_root\typelib\{c8cecde3-1ae1-4c4a-ad82-6d5b00212144}\1.0\flags\

hkey_classes_root\typelib\{c8cecde3-1ae1-4c4a-ad82-6d5b00212144}\1.0\helpdir\

hkey_classes_root\typelib\{c8cecde3-1ae1-4c4a-ad82-6d5b00212144}\1.0\

hkey_classes_root\typelib\{e47caee0-deea-464a-9326-3f2801535a4d}\1.0\0\win32\

hkey_classes_root\typelib\{e47caee0-deea-464a-9326-3f2801535a4d}\1.0\0\

hkey_classes_root\typelib\{e47caee0-deea-464a-9326-3f2801535a4d}\1.0\flags\

hkey_classes_root\typelib\{e47caee0-deea-464a-9326-3f2801535a4d}\1.0\helpdir\

hkey_classes_root\typelib\{e47caee0-deea-464a-9326-3f2801535a4d}\1.0\

hkey_classes_root\typelib\{e47caee0-deea-464a-9326-3f2801535a4d}\

hkey_classes_root\typelib\{f42228fb-e84e-479e-b922-fbbd096e792c}\1.0\0\win32\

hkey_classes_root\typelib\{f42228fb-e84e-479e-b922-fbbd096e792c}\1.0\0\

hkey_classes_root\typelib\{f42228fb-e84e-479e-b922-fbbd096e792c}\1.0\flags\

hkey_classes_root\typelib\{f42228fb-e84e-479e-b922-fbbd096e792c}\1.0\helpdir\

hkey_classes_root\typelib\{f42228fb-e84e-479e-b922-fbbd096e792c}\1.0\

hkey_classes_root\typelib\{f42228fb-e84e-479e-b922-fbbd096e792c}\

hkey_current_user\software\microsoft\internet explorer\urlsearchhooks\{00a6faf6-072e-44cf-8957-5838f
569a31d}\

hkey_current_user\software\microsoft\windows\currentversion\run\mywebsearch email plugin\

hkey_local_machine\software\focusinteractive\bar\switches\

hkey_local_machine\software\focusinteractive\bar\switches\aim.exe\

hkey_local_machine\software\focusinteractive\bar\switches\icq.exe\

hkey_local_machine\software\focusinteractive\bar\switches\icqlite.exe\

hkey_local_machine\software\focusinteractive\bar\switches\incmail.exe\

hkey_local_machine\software\focusinteractive\bar\switches\msimn.exe\

hkey_local_machine\software\focusinteractive\bar\switches\msmsgs.exe\

hkey_local_machine\software\focusinteractive\bar\switches\msn.exe\

hkey_local_machine\software\focusinteractive\bar\switches\msnmsgr.exe\

hkey_local_machine\software\focusinteractive\bar\switches\outlook.exe\

hkey_local_machine\software\focusinteractive\bar\switches\waol.exe\

hkey_local_machine\software\focusinteractive\bar\switches\ypager.exe\

hkey_local_machine\software\focusinteractive\bar\

hkey_local_machine\software\focusinteractive\email-im\0\

hkey_local_machine\software\focusinteractive\email-im\0\appname\

hkey_local_machine\software\focusinteractive\email-im\0\path\

hkey_local_machine\software\focusinteractive\email-im\0\toolbar\

hkey_local_machine\software\focusinteractive\

hkey_local_machine\software\fun web products\msnmessenger\

hkey_local_machine\software\fun web products\msnmessenger\dlldir\

hkey_local_machine\software\fun web products\msnmessenger\dllfile\

hkey_local_machine\software\fun web products\screensaver\

hkey_local_machine\software\fun web products\screensaver\imagesdir\

hkey_local_machine\software\fun web products\settings\promos\

hkey_local_machine\software\fun web products\settings\promos\buddyfreqnone\

hkey_local_machine\software\fun web products\settings\promos\buddyfrequninstalled\

hkey_local_machine\software\fun web products\settings\promos\buddytextnone.0\

hkey_local_machine\software\fun web products\settings\promos\buddytextnone.numactive\

hkey_local_machine\software\fun web products\settings\promos\buddytextuninstalled.0\

hkey_local_machine\software\fun web products\settings\promos\buddytextuninstalled.numactive\

hkey_local_machine\software\microsoft\multimedia\wmplayer\schemes\f3pss\

hkey_local_machine\software\microsoft\multimedia\wmplayer\schemes\f3pss\runtime\

hkey_local_machine\software\microsoft\windows media\wmsdk\sources\f3popularscreensavers\

hkey_local_machine\software\microsoft\windows\currentversion\internet settings\user agent\post platf
orm\funwebproducts\

hkey_local_machine\software\microsoft\windows\currentversion\run\mywebsearch email plugin\

hkey_local_machine\software\mywebsearch\bar\

hkey_local_machine\software\mywebsearch\bar\pluginpath\

hkey_local_machine\software\mywebsearch\mwsoemon\

hkey_local_machine\software\mywebsearch\mwsoemon\version\

hkey_local_machine\software\mywebsearch\mwsoeplg\

hkey_local_machine\software\mywebsearch\mwsoeplg\path\

hkey_local_machine\software\mywebsearch\mwsoeplg\version\

hkey_local_machine\software\mywebsearch\oehosts\

hkey_local_machine\software\mywebsearch\oehosts\windows2\

hkey_local_machine\software\mywebsearch\oehosts\windows4\

hkey_local_machine\software\mywebsearch\oehosts\windows5\

hkey_local_machine\software\mywebsearch\searchassistant\

hkey_local_machine\software\mywebsearch\searchassistant\curinstall\

hkey_local_machine\software\mywebsearch\searchassistant\dir\

hkey_local_machine\software\mywebsearch\searchassistant\esh\

hkey_local_machine\software\mywebsearch\searchassistant\lastrequest\

hkey_local_machine\software\mywebsearch\searchassistant\lsp\

hkey_local_machine\software\mywebsearch\searchassistant\nextrequest\

hkey_local_machine\software\mywebsearch\searchassistant\pid\

hkey_local_machine\software\mywebsearch\searchassistant\pl\

hkey_local_machine\software\mywebsearch\searchassistant\sr\

HKEY_CLASSES_ROOT\CLSID\{00A6FAF1-072E-44cf-8957-5838F569A31D}

HKEY_CLASSES_ROOT\CLSID\{00A6FAF6-072E-44cf-8957-5838F569A31D}


Details: 
Status:No Action taken
Category: 

Adware.Casino-on-Net
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_current_user\software\casinonetinstaller\url_casino_2\

hkey_current_user\software\casinoonnet\casino\init\

hkey_current_user\software\casinoonnet\casino\init\cookie_id\

hkey_current_user\software\casinoonnet\casino\init\demo_password\

hkey_current_user\software\casinoonnet\casino\init\demo_username\

hkey_current_user\software\casinoonnet\casino\init\p1\

hkey_current_user\software\casinoonnet\casino\init\serial\

hkey_current_user\software\casinoonnet\casino\init\test_data\

hkey_current_user\software\casinoonnet\casino\sdl\

hkey_current_user\software\casinoonnet\casino\sdl\upd_flag\

hkey_current_user\software\casinoonnet\casino\sdl\upg_date\

hkey_current_user\software\casinoonnet\casino\settings\

hkey_current_user\software\casinoonnet\casino\

hkey_current_user\software\casinoonnet\

hkey_current_user\software\microsoft\internet explorer\extensions\cmdmapping\{3015db92-158e-4b77-902
0-85c8e311fbb5}\

hkey_current_user\software\microsoft\windows\currentversion\ext\stats\{3015db92-158e-4b77-9020-85c8e
311fbb5}\iexplore\

hkey_current_user\software\microsoft\windows\currentversion\ext\stats\{3015db92-158e-4b77-9020-85c8e
311fbb5}\iexplore\count\

hkey_current_user\software\microsoft\windows\currentversion\ext\stats\{3015db92-158e-4b77-9020-85c8e
311fbb5}\iexplore\time\

hkey_current_user\software\microsoft\windows\currentversion\ext\stats\{3015db92-158e-4b77-9020-85c8e
311fbb5}\iexplore\type\

hkey_current_user\software\microsoft\windows\currentversion\ext\stats\{3015db92-158e-4b77-9020-85c8e
311fbb5}\

hkey_current_user\software\vhld\

hkey_current_user\software\vhld\demoid\

hkey_current_user\software\vhld\ldd\

Adware.Naughty-Girls-Smileys
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_local_machine\software\whenusave\urlchangecount\

Adware.iWon
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_classes_root\clsid\{3dc201fb-e9c9-499c-a11f-23c360d7c3f8}\

hkey_classes_root\clsid\{63d0ed2c-b45b-4458-8b3b-60c69bbbd83c}\

hkey_classes_root\clsid\{8e6f1832-9607-4440-8530-13be7c4b1d14}\

hkey_classes_root\clsid\{98d9753d-d73b-42d5-8c85-4469cda897ab}\

hkey_classes_root\clsid\{a4730ebe-43a6-443e-9776-36915d323ad3}\

hkey_classes_root\clsid\{adb01e81-3c79-4272-a0f1-7b2be7a782dc}\

hkey_classes_root\funwebproducts.htmlmenu.1\

hkey_classes_root\funwebproducts.htmlmenu.2\

hkey_classes_root\funwebproducts.htmlmenu\

hkey_classes_root\funwebproducts.popswatterbarbutton.1\

hkey_classes_root\funwebproducts.popswatterbarbutton\

hkey_classes_root\funwebproducts.popswattersettingscontrol.1\

hkey_classes_root\funwebproducts.popswattersettingscontrol\

hkey_current_user\software\fun web products\

hkey_current_user\software\funwebproducts\

AdTool.MyWebSearch.ad
Details: An AdTool is a program that facilitates the delivery of unwanted advertisements on to the user’s PC. The ads can include pop-ups, pop-unders, banners, or links etc. The AdTool also tracks down the browsing habits of the user. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It can also result in the browser as well as the system slow down.
Status:No Action taken
Category: AdTool
Infected registry keys/values detected
hkey_classes_root\clsid\{7473d294-b7bb-4f24-ae82-7e2ce94bb6a9}\control\

hkey_classes_root\clsid\{7473d294-b7bb-4f24-ae82-7e2ce94bb6a9}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{7473d294-b7bb-4f24-ae82-7e2ce94bb6a9}\miscstatus\1\

hkey_classes_root\clsid\{7473d294-b7bb-4f24-ae82-7e2ce94bb6a9}\miscstatus\

hkey_classes_root\clsid\{7473d294-b7bb-4f24-ae82-7e2ce94bb6a9}\progid\

hkey_classes_root\clsid\{7473d294-b7bb-4f24-ae82-7e2ce94bb6a9}\programmable\

hkey_classes_root\clsid\{7473d294-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\

hkey_classes_root\clsid\{7473d294-b7bb-4f24-ae82-7e2ce94bb6a9}\version\

hkey_classes_root\clsid\{7473d294-b7bb-4f24-ae82-7e2ce94bb6a9}\versionindependentprogid\

hkey_classes_root\clsid\{7473d296-b7bb-4f24-ae82-7e2ce94bb6a9}\control\

hkey_classes_root\clsid\{7473d296-b7bb-4f24-ae82-7e2ce94bb6a9}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{7473d296-b7bb-4f24-ae82-7e2ce94bb6a9}\miscstatus\1\

hkey_classes_root\clsid\{7473d296-b7bb-4f24-ae82-7e2ce94bb6a9}\miscstatus\

hkey_classes_root\clsid\{7473d296-b7bb-4f24-ae82-7e2ce94bb6a9}\programmable\

hkey_classes_root\clsid\{7473d296-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\

hkey_classes_root\clsid\{7473d296-b7bb-4f24-ae82-7e2ce94bb6a9}\version\

hkey_classes_root\interface\{7473d293-b7bb-4f24-ae82-7e2ce94bb6a9}\proxystubclsid\

hkey_classes_root\interface\{7473d293-b7bb-4f24-ae82-7e2ce94bb6a9}\proxystubclsid32\

hkey_classes_root\interface\{7473d293-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\

hkey_classes_root\interface\{7473d293-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\version\

hkey_classes_root\interface\{7473d293-b7bb-4f24-ae82-7e2ce94bb6a9}\

hkey_classes_root\interface\{7473d295-b7bb-4f24-ae82-7e2ce94bb6a9}\proxystubclsid\

hkey_classes_root\interface\{7473d295-b7bb-4f24-ae82-7e2ce94bb6a9}\proxystubclsid32\

hkey_classes_root\interface\{7473d295-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\

hkey_classes_root\interface\{7473d295-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\version\

hkey_classes_root\interface\{7473d297-b7bb-4f24-ae82-7e2ce94bb6a9}\proxystubclsid\

hkey_classes_root\interface\{7473d297-b7bb-4f24-ae82-7e2ce94bb6a9}\proxystubclsid32\

hkey_classes_root\interface\{7473d297-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\

hkey_classes_root\interface\{7473d297-b7bb-4f24-ae82-7e2ce94bb6a9}\typelib\version\

hkey_classes_root\interface\{7473d297-b7bb-4f24-ae82-7e2ce94bb6a9}\

hkey_classes_root\mywebsearch.pseudotransparentplugin.1\clsid\

hkey_classes_root\mywebsearch.pseudotransparentplugin\clsid\

hkey_classes_root\mywebsearch.pseudotransparentplugin\curver\

hkey_local_machine\software\mywebsearch\skintools\

hkey_local_machine\software\mywebsearch\skintools\playerpath\

AdTool.MyWebSearch.al
Details: An AdTool is a program that facilitates the delivery of unwanted advertisements on to the user’s PC. The ads can include pop-ups, pop-unders, banners, or links etc. The AdTool also tracks down the browsing habits of the user. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It can also result in the browser as well as the system slow down.
Status:No Action taken
Category: AdTool
Infected registry keys/values detected
hkey_local_machine\software\mywebsearch\oehosts\windows6\

AdTool.MyWebSearch.an
Details: An AdTool is a program that facilitates the delivery of unwanted advertisements on to the user’s PC. The ads can include pop-ups, pop-unders, banners, or links etc. The AdTool also tracks down the browsing habits of the user. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It can also result in the browser as well as the system slow down.
Status:No Action taken
Category: AdTool
Infected registry keys/values detected
hkey_local_machine\software\microsoft\windows\currentversion\ext\preapproved\{07b18eab-a523-4961-b6b
b-170de4475cca}\

AdTool.MyWebSearch.z
Details: An AdTool is a program that facilitates the delivery of unwanted advertisements on to the user’s PC. The ads can include pop-ups, pop-unders, banners, or links etc. The AdTool also tracks down the browsing habits of the user. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It can also result in the browser as well as the system slow down.
Status:No Action taken
Category: AdTool
Infected registry keys/values detected
hkey_classes_root\clsid\{25560540-9571-4d7b-9389-0f166788785a}\control\

hkey_classes_root\clsid\{25560540-9571-4d7b-9389-0f166788785a}\programmable\

hkey_classes_root\typelib\{c8cecde3-1ae1-4c4a-ad82-6d5b00212144}\1.0\0\

hkey_classes_root\typelib\{c8cecde3-1ae1-4c4a-ad82-6d5b00212144}\

Adware.IWon
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_classes_root\clsid\{a4730ebe-43a6-443e-9776-36915d323ad3}\treatas\

AdTool.MyWebSearch
Details: An AdTool is a program that facilitates the delivery of unwanted advertisements on to the user’s PC. The ads can include pop-ups, pop-unders, banners, or links etc. The AdTool also tracks down the browsing habits of the user. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It can also result in the browser as well as the system slow down.
Status:No Action taken
Category: AdTool
Infected registry keys/values detected
hkey_classes_root\clsid\{adb01e81-3c79-4272-a0f1-7b2be7a782dc}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{adb01e81-3c79-4272-a0f1-7b2be7a782dc}\progid\

hkey_classes_root\clsid\{adb01e81-3c79-4272-a0f1-7b2be7a782dc}\programmable\

hkey_classes_root\clsid\{adb01e81-3c79-4272-a0f1-7b2be7a782dc}\versionindependentprogid\

hkey_classes_root\mywebsearch.outlookaddin.1\clsid\

hkey_classes_root\mywebsearch.outlookaddin\clsid\

hkey_classes_root\mywebsearch.outlookaddin\curver\

hkey_local_machine\software\focusinteractive\outlook\

hkey_local_machine\software\focusinteractive\outlook\mywebsearch.outlookaddin\

hkey_local_machine\software\microsoft\office\outlook\addins\mywebsearch.outlookaddin\description\

hkey_local_machine\software\microsoft\office\outlook\addins\mywebsearch.outlookaddin\friendlyname\

hkey_local_machine\software\microsoft\office\outlook\addins\mywebsearch.outlookaddin\loadbehavior\

hkey_local_machine\software\microsoft\office\word\addins\mywebsearch.outlookaddin\description\

hkey_local_machine\software\microsoft\office\word\addins\mywebsearch.outlookaddin\friendlyname\

hkey_local_machine\software\microsoft\office\word\addins\mywebsearch.outlookaddin\loadbehavior\

AdTool.MyWebSearch.at
Details: An AdTool is a program that facilitates the delivery of unwanted advertisements on to the user’s PC. The ads can include pop-ups, pop-unders, banners, or links etc. The AdTool also tracks down the browsing habits of the user. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It can also result in the browser as well as the system slow down.
Status:No Action taken
Category: AdTool
Infected registry keys/values detected
hkey_local_machine\software\microsoft\windows\currentversion\ext\preapproved\{3e720452-b472-4954-b7a
a-33069eb53906}\

Adware.Casino (General Components)
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_current_user\software\casinonetinstaller\

hkey_current_user\software\casinonetinstaller\fullpath\

hkey_current_user\software\casinonetinstaller\installer_guid\

hkey_current_user\software\vhld\machine_id\

hkey_current_user\software\vhld\machine_id\machine_id\

Adware.Gator (General Components)
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_local_machine\software\classes\clsid\{21ffb6c0-0da1-11d5-a9d5-00500413153c}\gef\

hkey_local_machine\software\classes\clsid\{21ffb6c0-0da1-11d5-a9d5-00500413153c}\uets\

hkey_local_machine\software\gator.com\gator\dyn\

hkey_local_machine\software\gator.com\gator\dyn\pdpfirststart\

hkey_local_machine\software\gator.com\trickler\files\bundle\chk\

hkey_local_machine\software\gator.com\trickler\files\bundle\chk\attempts\

hkey_local_machine\software\gator.com\trickler\files\bundle\chk\checkfailures\

hkey_local_machine\software\gator.com\trickler\files\bundle\chk\errors\

hkey_local_machine\software\gator.com\trickler\files\bundle\dl\

hkey_local_machine\software\gator.com\trickler\files\bundle\dl\attempts\

hkey_local_machine\software\gator.com\trickler\files\bundle\dl\errors\

hkey_local_machine\software\gator.com\trickler\files\bundle\dl\filedones\

hkey_local_machine\software\gator.com\trickler\files\bundle\dl\storedfile\

hkey_local_machine\software\gator.com\trickler\files\bundle\dl\urlsize\

hkey_local_machine\software\gator.com\trickler\files\bundle\dl\urltime\

hkey_local_machine\software\gator.com\trickler\files\bundle\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\chk\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\chk\attempts\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\chk\checkfailures\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\chk\errors\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\dl\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\dl\attempts\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\dl\errors\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\dl\filedones\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\dl\storedfile\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\dl\urlsize\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\dl\urltime\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\chk\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\chk\attempts\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\chk\checkfailures\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\chk\errors\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\dl\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\dl\attempts\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\dl\errors\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\dl\filedones\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\dl\storedfile\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\dl\urlsize\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\dl\urltime\

hkey_local_machine\software\gator.com\trickler\files\tricklerinf\

hkey_local_machine\software\gator.com\trickler\files\tricklerinf\attempts\

hkey_local_machine\software\gator.com\trickler\files\tricklerinf\errors\

hkey_local_machine\software\gator.com\trickler\files\tricklerinf\filedones\

hkey_local_machine\software\gator.com\trickler\

hkey_local_machine\software\gator.com\trickler\apppath\

hkey_local_machine\software\gator.com\trickler\firststartsent\

hkey_local_machine\software\gator.com\trickler\firststartvalue\

hkey_local_machine\software\gator.com\trickler\starttime\

Adware.Casino.r
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_current_user\software\pacificpoker\poker\init\

hkey_current_user\software\pacificpoker\poker\init\serial\

hkey_current_user\software\pacificpoker\poker\init\test_data\

hkey_current_user\software\pokerinstaller\

hkey_current_user\software\pokerinstaller\fullpath\

hkey_current_user\software\pokerinstaller\installer_guid\

hkey_current_user\software\pokerinstaller\url_casino_2\

Malware (General Components)
Details: Malware is a malicious program that is developed to seriously harm and damage the targeted system and may be installed on it without the knowledge or consent of the user. It can change system settings, corrupt the registry and destroy personal data. The Programs that cannot be classified in other categories or carry more than one traits which belong to different categories have been categorized under this categories.
Status:No Action taken
Category: Malware (General)
Infected registry keys/values detected
hkey_classes_root\clsid\{00a6faf1-072e-44cf-8957-5838f569a31d}\inprocserver32\

hkey_classes_root\clsid\{00a6faf1-072e-44cf-8957-5838f569a31d}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{00a6faf1-072e-44cf-8957-5838f569a31d}\

hkey_classes_root\clsid\{07b18ea1-a523-4961-b6bb-170de4475cca}\inprocserver32\

hkey_classes_root\clsid\{07b18ea1-a523-4961-b6bb-170de4475cca}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{07b18ea1-a523-4961-b6bb-170de4475cca}\

hkey_classes_root\clsid\{07b18ea9-a523-4961-b6bb-170de4475cca}\inprocserver32\

hkey_classes_root\clsid\{07b18ea9-a523-4961-b6bb-170de4475cca}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{07b18ea9-a523-4961-b6bb-170de4475cca}\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\control\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\inprocserver32\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\miscstatus\1\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\miscstatus\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\progid\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\programmable\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\typelib\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\version\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\versionindependentprogid\

hkey_classes_root\clsid\{07b18eab-a523-4961-b6bb-170de4475cca}\

hkey_classes_root\clsid\{1e0de227-5ce4-4ea3-ab0c-8b03e1aa76bc}\implemented categories\{00021493-0000
-0000-c000-000000000046}\

hkey_classes_root\clsid\{1e0de227-5ce4-4ea3-ab0c-8b03e1aa76bc}\implemented categories\

hkey_classes_root\clsid\{1e0de227-5ce4-4ea3-ab0c-8b03e1aa76bc}\inprocserver32\

hkey_classes_root\clsid\{1e0de227-5ce4-4ea3-ab0c-8b03e1aa76bc}\inprocserver32\threadingmodel\

hkey_classes_root\clsid\{1e0de227-5ce4-4ea3-ab0c-8b03e1aa76bc}\instance\initpropertybag\

hkey_classes_root\clsid\{1e0de227-5ce4-4ea3-ab0c-8b03e1aa76bc}\instance\initpropertybag\url\

hkey_classes_root\clsid\{1e0de227-5ce4-4ea3-ab0c-8b03e1aa76bc}\instance\

hkey_classes_root\clsid\{1e0de227-5ce4-4ea3-ab0c-8b03e1aa76bc}\instance\clsid\

hkey_classes_root\clsid\{1e0de227-5ce4-4ea3-ab0c-8b03e1aa76bc}\

hkey_classes_root\interface\{07b18eaa-a523-4961-b6bb-170de4475cca}\proxystubclsid\

hkey_classes_root\interface\{07b18eaa-a523-4961-b6bb-170de4475cca}\proxystubclsid32\

hkey_classes_root\interface\{07b18eaa-a523-4961-b6bb-170de4475cca}\typelib\

hkey_classes_root\interface\{07b18eaa-a523-4961-b6bb-170de4475cca}\typelib\version\

hkey_classes_root\interface\{07b18eaa-a523-4961-b6bb-170de4475cca}\

hkey_classes_root\interface\{07b18eac-a523-4961-b6bb-170de4475cca}\proxystubclsid\

hkey_classes_root\interface\{07b18eac-a523-4961-b6bb-170de4475cca}\proxystubclsid32\

hkey_classes_root\interface\{07b18eac-a523-4961-b6bb-170de4475cca}\typelib\

hkey_classes_root\interface\{07b18eac-a523-4961-b6bb-170de4475cca}\typelib\version\

hkey_classes_root\interface\{07b18eac-a523-4961-b6bb-170de4475cca}\

hkey_classes_root\interface\{3e720453-b472-4954-b7aa-33069eb53906}\proxystubclsid\

hkey_classes_root\interface\{3e720453-b472-4954-b7aa-33069eb53906}\

hkey_classes_root\mywebsearchtoolbar.settingsplugin.1\clsid\

hkey_classes_root\mywebsearchtoolbar.settingsplugin.1\

hkey_classes_root\mywebsearchtoolbar.settingsplugin\clsid\

hkey_classes_root\mywebsearchtoolbar.settingsplugin\curver\

hkey_classes_root\mywebsearchtoolbar.settingsplugin\

hkey_classes_root\typelib\{07b18ea0-a523-4961-b6bb-170de4475cca}\1.0\0\win32\

hkey_classes_root\typelib\{07b18ea0-a523-4961-b6bb-170de4475cca}\1.0\0\

hkey_classes_root\typelib\{07b18ea0-a523-4961-b6bb-170de4475cca}\1.0\flags\

hkey_classes_root\typelib\{07b18ea0-a523-4961-b6bb-170de4475cca}\1.0\helpdir\

hkey_classes_root\typelib\{07b18ea0-a523-4961-b6bb-170de4475cca}\1.0\

hkey_classes_root\typelib\{07b18ea0-a523-4961-b6bb-170de4475cca}\

hkey_local_machine\software\fun web products\

hkey_local_machine\software\fun web products\jpegconversionlib\

hkey_local_machine\software\funwebproducts\installer\

hkey_local_machine\software\funwebproducts\installer\curinstall\

hkey_local_machine\software\funwebproducts\installer\dir\

hkey_local_machine\software\funwebproducts\installer\pl\

hkey_local_machine\software\funwebproducts\installer\sr\

hkey_local_machine\software\microsoft\internet explorer\toolbar\{07b18ea9-a523-4961-b6bb-170de4475cc
a}\

hkey_local_machine\software\microsoft\windows\currentversion\explorer\browser helper objects\{00a6fa
f1-072e-44cf-8957-5838f569a31d}\

hkey_local_machine\software\microsoft\windows\currentversion\explorer\browser helper objects\{07b18e
a1-a523-4961-b6bb-170de4475cca}\

hkey_local_machine\software\microsoft\windows\currentversion\uninstall\mywebsearch bar uninstall\

hkey_local_machine\software\microsoft\windows\currentversion\uninstall\mywebsearch bar uninstall\dis
playname\

hkey_local_machine\software\microsoft\windows\currentversion\uninstall\mywebsearch bar uninstall\hel
plink\

hkey_local_machine\software\microsoft\windows\currentversion\uninstall\mywebsearch bar uninstall\pub
lisher\

hkey_local_machine\software\microsoft\windows\currentversion\uninstall\mywebsearch bar uninstall\uni
nstallstring\

hkey_local_machine\software\microsoft\windows\currentversion\uninstall\mywebsearch bar uninstall\url
infoabout\

Adware (General Components)
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_local_machine\software\classes\clsid\{21ffb6c0-0da1-11d5-a9d5-00500413153c}\

hkey_local_machine\software\classes\clsid\{21ffb6c0-0da1-11d5-a9d5-00500413153c}\gmg\

hkey_local_machine\software\gator.com\gator\stat\

hkey_local_machine\software\gator.com\gator\stat\guid\

Adware.Claria-GAIN.Trickler
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_classes_root\clsid\{21ffb6c0-0da1-11d5-a9d5-00500413153c}\

Adware.Claria-GAIN
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_local_machine\software\gator.com\

Adware.Claria.PrecisionTime
Details: Adware programs secretly embed themselves on the victim’s computer, hijack the browsing habits and search keywords and then display advertisements accordingly. The ads can include pop-ups, pop-unders, banners, or links etc. It may launch at system startup and modify the browser settings such as the home page, search page and the error page. It results in the browser as well as the system slow down and hence the user is recommended to remove this program.
Status:No Action taken
Category: Adware
Infected registry keys/values detected
hkey_classes_root\clsid\{21ffb6c0-0da1-11d5-a9d5-00500413153c}\gef\

hkey_classes_root\clsid\{21ffb6c0-0da1-11d5-a9d5-00500413153c}\gmg\

hkey_classes_root\clsid\{21ffb6c0-0da1-11d5-a9d5-00500413153c}\uets\

hkey_local_machine\software\gator.com\gator\

hkey_local_machine\software\gator.com\trickler\files\oemresdll\

hkey_local_machine\software\gator.com\trickler\files\silentsetup\

hkey_local_machine\software\gator.com\trickler\files\




